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5 SECURE QUALITYNET PORTAL
Note: This section applies only to ASCQR, PCHQR, and IPFQR program users who will access
the new Secure QualityNet Portal.
This section provides the following instructions:
e How to prepare for first-time login
e First-time login process: proofing one’s identity and enrolling a credential
e Logging into Secure QualityNet Portal
e Navigating Secure QualityNet Portal
e Managing users of Secure QualityNet Portal
e Logging out of Secure QualityNet Portal

There is no file exchange capability within the Secure QualityNet Portal. Security Administrators
are able to access the QualityNet System File Exchange applications (see Section 7.5 in this
manual) and can securely exchange files for users if this capability is required prior to Data
Service availability with the portal.

5.1 New User Enrollment Process - Prerequisite for Secure Portal Usage

Before you log in to the Secure QualityNet Portal for the first time, you must complete the New
User Enrollment Process. The prerequisites for this process are:

e A completed QualityNet Registration that in turn has allowed your organization’s
Security Administrator to provide you with a QualityNet user ID and password.

e A Symantec VIP multifactor credential application downloaded to your PC, tablet, or
smartphone.

* To download the multifactor authentication application to your PC or tablet, access
the Verisign ID Protection Center web site:
https://idprotect.verisign.com/desktop/download.v

= To download the multifactor authentication application directly to your smartphone,
type the following into your default mobile browser: m.verisign.com

Important:

You will only complete this new user enrollment process once; you will not do this every time
you log into the Secure QualityNet Portal. This one-time process is a six-step procedure that
should take you no longer than five minutes to complete if you have all of your prerequisites in
hand.

Some users will find they cannot complete the proofing part of the new user enrollment process
as they will experience errors. Here are some explanations of why this might happen:

e The identity proofing steps of this process include identity verification by Experian, an
external service that CMS has engaged to verify user identities. Experian uses your credit
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history within their extensive financial databases to confirm that you are who you say you
are. If you do not have much credit history or if you have had problems with credit in the
past, the online steps of the process may not work for you. If this happens, there are
alternative options. If you find you cannot complete the proofing process online, you may
be given the option to complete the proofing process with Experian via a phone call. This
option will be offered if you have some credit history.

e If you have little or no credit history, you will be offered the option to prove your identity
directly, in-person, with your Security Administrator.

While you are on the Identity Proofing screen during the enrollment process (see Figure 5-4),
please review the Remote Proofing FAQ link for more details and Q&A about the proofing
process. You may also visit Experian’s PreciselD web site,
http://www.experian.com/whitepapers/precise id whitepaper.pdf, for more details about the
proofing process.

Note: The proofing process makes what is known as a soft inquiry on your credit history. The
process will not adversely affect your credit rating.

5.2 First-Time Login to Secure QualityNet Portal

1. Have your Symantec VIP multifactor authentication application open and ready to use.

2. Access the QualityNet web site: https://www.qualitynet.org. The QualityNet home page
appears, with a link to the Secure QualityNet Portal in the upper-right corner of the page.
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Figure 5-1. QualityNet Home Page and LOGIN Link
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3. Click the Secure QualityNet Portal Login link.
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4. ASCQR, IPFQR, and PCHQR Program users will see the following two-factor
authentication login page. Note that this is not the same as a MyQualityNet login page.

Figure 5-2. Secure QualityNet Portal Log In Page — New User

CMS.QOV \ QualityNet

Centers for Medicare & Medicaid Services

Log In to QualityNet #required Field © Hel

Please enter your CMS User ID and password, followed by D

your Symantec VIP Security Code, then click Submit Start/Complete New User
Enrollment

*User ID
| Forget your password?

an ) Trouble with your Security
asswor Code?

Need to register for a

* Security Code Qualityhlet account?

cANCEL | IR |

5. Click Start/Complete New User Enrollment in the yellow Help box. The following
page appears (see Figure 5-3):

Figure 5-3: Starting and Completing New User Enrollment

CMS.goV |auaitynet

Centers for Medicare & Medicaid Services

Veerify Identity Identity Questions | Identity Cenfirmed Envoll Credential Enrollment Cenfirmed

Starting and Completing New User Log In to QualityNet *rsquued riss

Enrollment a0 .
User ID is
not case-
sensitive;
Password

Lo T case
| e | sensitive.

@ Help

Forget your password?

6. Type your User ID, which is not case-sensitive, and your password, which is case-
sensitive, and then click SUBMIT. The Verify Identity page appears (see Figure 5-4).
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7.

8.

9.

Figure 5-4. Verify Identity Page

CMS.QOV | QualityNet

Centers for Medicare & Medicaid Services

ARSI Verify Identity Identity Questions Identity Confi Enroll € i Canfi

Personal Information  * mequirsa Fisia
\-E'I'if_\' Your Idell‘tit_\' * First Hams Middls Nams * Last Nams

* strest Addrsss Additionsl Address Information

* oty * statsiFrovines * ZIFIFostsl Cods

* Country

* parsonzl Fhons Numbsr Full $0cizl Sscurity Humbsr * Dats of Birth

.5 Experian-

Enter your personal information in all the required fields (those marked with a red
asterisk).

Notes:

There is a link in the left column of this page for Remote Proofing FAQs in the left
column on the screen. Access this link if you have questions or concerns about the
proofing process.

Although not marked with a red asterisk, the Social Security Number must be entered
for all users except those from Canada. If you are entering your country as Canada, you
cannot complete online identity proofing; you must complete this process in person
with your Security Administrator.

In the Full Social Security Number field, enter your Social Security Number. Hatch
marks (###) will mask the number from view after you tab to the next field.

Next, place a checkmark in the checkbox at the bottom of the page that advises how CMS
protects personal data.

Click SUBMIT. The following acknowledgement page appears (see Figure 5-5):
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10.

Figure 5-5. Identity Information Submittal Acknowledgement

Login Verify ldentity Identity Questions Identity Confirmed Enroll Credenti Enrollment Confirme:

Your Information Has Been Sent to Experian

Flz= as your information is processed. Experian will generate a set of questions you will

You will continue to see this screen until Experian is able to either send you identity
questions (success), or will provide an informative error message that gives you
alternatives for completing the proofing process.

If you are offered an alternative method for proofing, you will be asked to either call the
Experian service directly via a toll-free number or you will be directed to meet with your
Security Administrator to prove your identity in-person.

Next, a series of four identity questions appear (see Figure 5-6). These questions are
specific to your credit history and will ask you for details about purchases you have made
or other facts Experian would have in their financial databases. The intent of these
questions are that they ask you information only you should know, thus if you answer
them correctly, you have “proven” your identity. For technical detail on the identity
proofing process, please visit the Experian PreciselD website,
http://www.experian.com/whitepapers/precise _id_whitepaper.pdf
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Figure 5-6. Identity Challenge Questions

CMS.QOV | QuaiityNet

Centers for Medicare & Medicaid Services

< Login 2 erify Identity Identity Questions Identity Confirmed Enrall Credential Enrallment Confirmed

Identity Challenge
Questions from
Experian

Experian

On this screen you will find four (4)
questions about yourself. All
guestions must be answered

Please answer the following
questions and click Submit when
you are finished.

Identity Challenge Questions *required Field

*1. You may have opened an auto loan or aute lease in or around September 2012. Please select the dollar
amount range in which your monthly auto loan or lease payment falls. If you have not had an auto loan or
lease with any of these amount ranges now or in the past, please select 'NONE OF THE ABOVE/DOES NOT
APPLY".

O $295- 394

© $395 - $484

O $495 - $554

O $595 - 3694

O NONE OF THE ABOWE/DOES NOT APPLY

*2. Please select the number of bedrooms in your home from the following choices. If the number of hedrooms
in your home is not one of the choices please select 'NONE OF THE ABOVE".

02
[OX]
O4
Os5
O NONE OF THE ABOWVE

#3. According to our records, you ¢ ntly own, or have owned in the past year, one of the following
vehicles. Please select the vehicle that you purchased or leased prior to April 2009 from the following choices.

O AUDI ALLROAD

O WAZDA B SERIES PICKUR
O FORD F100 FICKUR

O SUBARU BRAT

O MONE OF THE ABOYE

*4. Which of the following is the highest level of education you have completed? If there is not a matched
educational level, please select 'NONE OF THE ABOVE".

O HIGH SCHOOL DIPLOMA,

O S0OME COLLEGE

O BACHELOR DEGREE

O GRADUATE DEGREE

O MONE OF THE ABOWYE

Click the radio button next to the correct answer for each question, then click SUBMIT
when you have answered all of the questions. The following screen appears (see Figure

5-7):
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Figure 5-7. Successful CMS Identity Proofing

CMS.gov | QuaiityNet

Centers for Medicare & Medicaid Services

YT dentity Confimed &M) :

You Have Successfully Completed CMS Identity Proofing

| Plogn | P ety enity || e

Thank you for confirming your identity. You are now ready to enroll your two-factor credential 1D with
Qualityhet portal

Please click Continue.

QualityNet Home 7500 Security Boulevard, Baltimore, MD 21244

11. Click Continue. The Enroll Two Factor Credential page appears (see Figure 5-8):

Figure 5-8. Enroll Two-Factor Credential Entry Page

CMS.QOV QualityNet

Centers for Medicare & Medicaid Services

| Luvg}n' ) @Var:lfg dentity 2 |dentity Questions | & Idemtilgj@-briﬁnmed ) Enroll Credential ST REA T
& R A i A o y & ° 4 ﬁ_/

Enroll Your Two-Factor Credential Enroll Your Credential #requiren
With QualityNet Field

N Asgount |0
Please enter the two-factor credential 1D you downloaded to your k6207

computer or phone, and your Symantec VIP Security Code.

i = * Cradentizl 10
Click Submit to entoll your two-factor credential with QualityNet R

@ Help

This Is an exarmple of
the two-factor
credential you
downloaded to your
smartphone ar
camputer.

* Security Code

QualityNet Home
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12. Please ensure that you have your Symantec VIP application available and running. It can
be on the PC you are using, on a tablet, or on a smartphone.

13. Type your Symantec VIP Credential ID (the static blue number on the application
screen), and a fresh security code, and then click SUBMIT. A fresh security code is one
that has not expired. Each security code presented on the application screen is valid for
30 seconds. A timer appears above the field with the security code. It counts down from
30 seconds to zero. Once the timer is under 10 seconds, you might want to wait for the
next code to appear (unless you are a very fast typist!)

Upon submission of a fresh security code, the following screen appears (see Figure 5-9):

Figure 5-9. Successful Two-Factor Enrollment Screen

CMS.QOV  QualityNet

Centers for Medicare & Medicaid Services

& Login & Verify Identity | <7 ldentity Questions & |dentity Confirmed | & Enrall Credential Enrollment Confirmed

You Have Successfully Enrolled Your Two-Factor Credential

Thank you for enrolling your two-factor authentication credential. You are now ready to use the
QualityMNet portal.

| ENROLL ADDITIONAL CREDENTIAL | LOGIN TO QUALITYNET PORTAL

Quali : A federal govemmant wetsite managed by the Centers for Medicare & Medicald Sanices
ualityNet Home N .C 7500 Security Boulevard, Baltimors, MD 21244

14. You can now enroll an additional credential for your User ID, log in to the QualityNet
Portal System, or exit.

Note: You are able to enroll up to five credentials for use with your QualityNet ID. You
might have one on a work PC, one on a smartphone, and one for use at home if you do
any work with QualityNet at home. You have the option now to enroll the additional
credentials now or you can do so later from within the Portal (see Section 5.4.4.1).
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Table 5-1. Online Proofing Errors and Required User Action

Issue On-Screen Message | User Action Security
Administrator
Action
Your identity cannot | REFERENCE ID Contact Experian Not applicable
be verified via online E oo Verifications Support
.. xperian is unable to )
authentication. . . . Services at the
verify your identity
: support center number
using the remote . .
: provided in the error
proofing service. .
message; give the
Please write down the | Customer Service
reference number Representative the
provided above and Reference ID received
phone Experian's in the error message
support center at and continue the
(855)339-7880 to proofing process via a
complete identity phone process with
proofing over the Customer Service.
phone.
You have entered Experian is unable to | Contact your Security | Complete the proofing

Canada as your
country of residence.

verify the identity of
individuals who reside
in Canada.

Because you live in
Canada, you will be
required to complete
an in-person identity
verification process.
Please contact the
QualityNet Help Desk
or your Security
Administrator for
more information.

Administrator to
complete the proofing
process.

process with the user
in question, using the
In-Person Proofing
application within the
Secure QualityNet
Portal (Section
5.44.2).
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Issue On-Screen Message | User Action Security
Administrator
Action
Identity questions REFERENCE ID Contact Experian Not applicable
cannot be generated L Verification Support
Experian is unable to .
for you . Service at the support
generate Identity
. center number
Challenge Questions . .
. . . provided in the error
to verify your identity .
. message; give the
using the remote )
. Customer Service
proofing service. .
. Representative the
Please write down the | reference ID received
reference number in the error message
provided above and and continue the
phone Experian's proofing process via a
support center at phone process with
(855)339-7880 to Customer Service.
complete identity
proofing over the
phone.
Experian has Contact your Security | Complete the proofing

indicated that you did
not complete the
phone proofing
session with them
successfully. To
complete proofing,
you will be required
to complete an in-
person identity
verification process.
Please contact the
QualityNet Help Desk
or your Security
Administrator for
more information.

Administrator to
complete the proofing
process.

process with the user
in question, using the
In-Person Proofing
application within
Secure QualityNet
Portal (Section
5442).
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Issue On-Screen Message | User Action Security
Administrator
Action

Depending on the There was a problem | Click the PREVIOUS | Not applicable

error encountered, the | with your entries on button. Do not use the

associated error the previous page. back button on the

message will be browser.

displayed along with
text that provides a
description of the
error

To correct the errors
and resubmit, click
Previous.

5.3

Logging In to Secure QualityNet Portal

Note: To log in to the Secure QualityNet Portal, you must have a QualityNet user ID and
password provisioned by your Security Administrator, and you must complete the New User
Enrollment Process that includes identity proofing and multifactor credential enrollment. Please
turn to Section 5.2 if you still need to prove your identity and enroll your credential.

To log in:

1. Open your choice of Internet Browser (such as Internet Explorer).

2. Enter the QualityNet web site address into your internet browser’s web site address field:
https://www.qualitynet.org/.

3. The QualityNet Home page appears, with a LOGIN link at the upper-right corner of the
page (see Figure 5-10).

Figure 5-10. QualityNet Home Page-LOGIN button

Login to Secure
QualityMet Portal

Lagin

4. Click LOGIN. The Destination Page appears (see Figure 5-11).
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Figure 5-11. QualityNet Destination Page

Choose Your QualityNet Destination ‘
consolidated. During this time of transition, please select your

CualityMet portal.
Select yvour primary quality program:

End Stage Renal Disease Quality Reporting Program

Ambulatory Surgical Center Guality Reporting Program
PPS-Exempt Cancer Hospital Quality Reporting Pragram
Inpatient Hospital Quality Reporting Program

Inpatient Psychiatric Suality Reporting Program
Clutpatient Hospital Quality Reporting Program

Fhysicians Cuality Reporting System f eRx

Cluality Improvernent Organizations

CANCEL

5. The Destination page provides links to all QualityNet systems and applications. The

ClualityMet systems and applications are in the process of being e Help

primary quality program to reach the right log in screen for your Need to register for a
Qualitytet account?

ASCQR Program link leads to the Secure QualityNet Portal login page, shown in Figure

5-12.

Figure 5-12. QualityNet Login Page

CMS.QOV | QualityNet

Centers for Medicare & Medicaid Services

Log In to QualityNet #required Field

*User ID
#
Password Code?

Need to register for a
* Security Code QualityMet account?

‘ CANCEL SUBMIT ‘

QualityNet Home

@ Help
Flease enter your CMS User ID and password, followed by
your Symantec VIP Security Cade, then click Submit Start/Complete New User
Enroliment

Forget your password?

Trouble with your Security

6. Type your User ID, Password, and Security Code (accessible via the Verisign web site or

mobile phone application) and click SUBMIT.
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The following Warning page appears, advising you that you have accessed a U.S.
Government system. Click I Accept to continue. Click I Deny if you choose not to accept
the displayed terms and conditions (see Figure 5-13).

Figure 5-13. CMS Warning Page

xR ARNING**WARNING**WARNING****
You have accessed a U 8. Government information system. There is no right of privacy on this system.
All data contained within this svstem is owned bv the Centers for Medicare & Medicaid Services of the U.S. Department of Health and Human Services. For the
purpose of protecting the rights and property of the Department, and to monitor compliance with all applicable statutes, regulations, agreements and policies; data

access, entry and utllization may be monitored, intercepted, recorded, copied, audited, nspected or otherwise captured and'or analyzed in any manner.

Use of this svstem by anv user, authorized or unauthorized. constitutes consent to this monitoring, interception, recording. copving, anditing, inspecting or otherwise
capturing and’or analvzing of data access, entrv and'or utilization through this system.

Unauthorized access is prohibited bv Title 18 of the United States Code, Section 1030. Unauthorized access or use of this computer svstem mav subject violators
to criminal, civil, and/or administrative action. Svstem personnel mav give anv potential evidence of crime found on Department computer systems to law
enforcement officials

Svstem users are required to adhere to all applicable statutes, regulations, agreements and policies governing their access to and use of the data contained within
this system including. but not limited to, "CMS Information Security Policies. Standards and Procedures.”

xEEEWARNING**WARNING**WARNING****

You arrive on the Secure QualityNet Portal Landing/Home Page, as shown in Figure
5-14.
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Figure 5-14. Secure QualityNet Portal Landing/Home Page

CMS g
gov QualityNet | seanh.

Home Ouality Programs~ Wy Data Wy Measures: My Scores Wy Reports
Home:

‘Welcome

QualityMet MNews
« Members named to HYBP Manitoring and
Ewaluation Stratenies Technical Expert Panel
+ Wyhat You Meed to Know for CMS Reporting of
HBIFS Measures 4 - 7 wehinar for Inpatient
Psychiatric Facilities setfor January 10
+ Members named to Cancer Hospital Warkgroup

QualityNet Secure Portal

Provided by Center for Clinical
Standards and Quality (CCSQ),
Centers for Medicare and Medicaid
Systems. Providers, vendors
supporting providers, suppart
contractors, and other paticipating
in CCS0 Quality Reporting
Programs can access data
exchange and submission tools,
measures tools, scoring support
tools, and reporting services in this
portal

More News:

Announcements fram QualityMet Team
+ Maintenance downtime scheduled

« Initial Patient Population and Sampling
Submission deadline extended
« Maintenance downtime scheduled

Mare Announcerments

QualityMet Events

The Gualityhet Event Center provides a schedule of
upcoming {live) training sessions, as well as trainings
hosted by GICs for heafthcare providers in their
respective states. Also listed are details, including date,
time, duration af the evert, and panelistsimoderators. To
wigwy the schedule, vist

QualityMet Event Center

Qualityfiet Home

QualityNet Helpful Links QualityNet Help CMS Sites
Contact Gualityhlst Help Desk Gualityhet.org
Ahout Gualityhet Faos CMS oo

GQualityNet Accessibilty Statement
GualityNst Privacy Policy

walituhlat Tarms i | lae

Upon a successful login, users can access the landing page.
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5.3.1

Security Error Messages and Required User Action

The following table displays security error messages along with their accompanying user actions:

Table 5-2. Security Error Messages and Required User Action

Issue On-Screen Message | User Action Security
Administrator
Action
Unable to sign in to JavaScript is Required | Follow the displayed | Not applicable
My QualityNet to Access QualityNet. | instructions to enable
To enable JavaScript, | JavaScript
follow these
instructions:
(displayed
instructions)
Unable to sign in to This site requires the | Click OK to close the | Not applicable

My QualityNet

ability to open pop-up
windows for
communication.
Please disable your
pop-up blocker and
reload this page

message. Enable pop-
ups for qualitynet.org
and retry signing in

Unable to sign in to
My QualityNet and
answer the new
security questions or
create new password

Please contact your
organization’s
QualityNet Security
Administrator to
request a temporary
password

Contact your
organization’s
QualityNet Security
Administrator (SA)

Access Edit Users and
complete Reset
Password for Selected
User

Unable to sign in to
My QualityNet

User ID or Password
1s incorrect. Check for
accuracy and re-enter
your User ID and
Password

Re-enter your User ID
and Password

Not applicable
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Issue On-Screen Message | User Action Security
Administrator
Action
Unable to sign in to Your account has Access and complete | Not applicable
My QualityNet (has been temporarily Forgot My Password,
previously signed-in locked because located on the Sign-In
successfully to the multiple attempts to page for My
new QualityNet) sign in were QualityNet
unsuccessful. Click
the ‘Forgot your
Password?’ link to
continue
Unable to successfully | Your account has Contact your Access Edit Users and

use the “Forgot My
Password” feature

been locked. Please
contact your
organization’s
QualityNet Security
Administrator to
unlock your account

organization’s
QualityNet Security
Administrator

complete Reset
Password for Selected
User

Unable to sign in to
My QualityNet

Your account is in
pending status. It must
be approved by your
Security
Administrator before
you will be allowed to

sign in

Complete registration
paperwork. Contact
your organization’s
QualityNet Security
Administrator with
questions on the
pending status

Send completed
registration
paperwork to the
QualityNet Help Desk
if not already done. If
the account is pended
for other reasons,
access Approve User
and approve the
account.

Unable to sign in to
My QualityNet

Your account has
been locked due to
invalid user status.
Contact the
QualityNet Help Desk
at 1-(866)-288-8912
for assistance

Contact your
organization’s
QualityNet Security
Administrator

SA contacts the
QualityNet Help Desk
(Potential security
issue or deactivated
account after > 120
days of non-use)
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Issue

On-Screen Message

User Action

Security
Administrator
Action

Unable to sign in to
My QualityNet

Account for user:
“name” is not
activated. Please
contact your
QualityNet Security
Administrator

Contact your
organization’s
QualityNet Security
Administrator

SA contacts the
QualityNet Help Desk

Unable to sign in to
My QualityNet

Your account could
not be accessed
because it contains
multiple token
records. Contact the
QualityNet Help Desk
at 1-(866)-288-8912
for assistance

Contact your
organization’s
QualityNet Security
Administrator

SA contacts the
QualityNet Help Desk

5.4 Navigating the Secure QualityNet Portal

The Secure QualityNet Portal Landing/Home Page has the following functionality:

5.4.1 Header

Figure 5-15. Header Section of the Secure QualityNet Portal Landing/Home Page

N =

CMS QualityNet
.gov

5 Home

Home

Welcome

QualityNet Secure Portal

Provided by Center for Clinical
Ctandarde and Mualite QM

Quality Programs~ My Data

£ fa

My Measures

QualityMet News
+ Members named to HVBP Monitoring and
Evaluation Sirategies Technical Expert Panel

« What You Need to Know for CMS Reporting of
HBIPS Measures 4 - 7 webinar for Inpatient

My Scores

Lﬂl %R!STMMR CARE CANI:;RLI‘FU[!?I%LX 3

Search

My Reports

1. Alerts and Notifications are noted in the header ribbon—these are messages from
applications to which a user has access. For example, a user might see a notification that
a report s/he ran is ready to view, or an alert that s/he is approaching the deadline to
confirm participation in a Quality Reporting program.

2. The Log Out link/button enables you to exit the Portal.

The User’s Name and Organization information confirms who is logged in for this
particular portal session.
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4. The Search feature enables you to search for information available on the QualityNet.org
information website, such as Specification Manuals.

5. The Global Navigation Menu enables you to access specific sections of the portal
offering reporting, measures, data, scoring, and Quality Reporting program functionality.
Important: There is no File Exchange capability within the portal. Security
Administrators are able to access the QualityNet System File Exchange applications and
can securely exchange files for users if this capability is required.

5.4.2 Content Window

The Content window contains the following information:

Welcome 6

QualityNet Secure Portal

Provided by Center for Clinical
Standards and Quality (CCSQ),
Centers for Medicare and Medicaid

Systems. Providers, vendors
supporting providers, support

contractors, and other participating

in CCSQ Quality Reporting
Programs can access data

exchange and submission tools,
measures tools, scoring support
tools, and reporting sewvices in this

portal.

Figure 5-16. Content Window

QualityNet News
= Members named to HYBP Monitoring and
Evaluation Strategies Technical Expert Panel

+ What You Need to Know for CMS Reporting of
HBIPS Measures 4 - 7 wehinar for Inpatient
Peychiatric Facilities set for January 10

+ Members named to Cancer Hospital YWorkgroup

v 4

More News......

Announcements from QualityNet Team
« Maintenance downtime scheduled
« Initial Patient Population and Sampling
Submission deadline extended
= Maintenance downtime scheduled

More Announcements.....

QualityNet Events
The QualtyNet Event Center provides a schedule of
upcoming (live) training sessions, as well as trainings
hosted by QIOs for healthcare providers in their
respective states, Also listed are details, including date,
time, durstion of the event, and panelists/imoderstors. To
view the schedule, vistt

1. The Welcome area presents information for users who are new to the portal.

2. News, announcements, and events from the QualityNet team appear on the right side of
the page. A link to QualityNet training events (live and recorded WebEx events) also

appears here.

54.3 Footer

Qualitylet Home

Figure 5-17: Footer

A tederal government wehste managed by the Centers for Medicare & Medicaid Services.
7500 Security Boulevard, Batimore, MD 21244

QualityNet Helpful Links
Contact QuaityNet
About Qualtyiet

QualityMNet Accessibiity Statement

GuialityNet Privacy Policy

QualitvNiet Terms of Lise

QualityNet Help

FAQs

10

CMS Sites 1 1 AP
uaityNetorg & 1 2

CMS gov
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1.

5.4.4

The QualityNet Home button takes users back to the portal’s landing page from any
location.

QualityNet Helpful Links list the standard footer links including QualityNet contact
information, the About QualityNet statement, the QualityNet Accessibility Statement,
QualityNet Privacy Policy, and QualityNet Terms of Use, all of which open in a separate
browser tab when clicked.

QualityNet Help links to QualityNet help documents, including a link to this user guide
and other QualityNet training materials. The FAQs link opens a new browser tab that
leads to the CMS Q&A tool for Quality Reporting Program questions and answers
provided by Quality Reporting support contractors.

CMS Sites provides links to the QualityNet.org information web site and the
www.cms.gov web site.

. The Adobe Acrobat Reader link provides a direct path to download Adobe’s Acrobat

Reader application.

Managing Security in the Secure QualityNet Portal

All Secure QualityNet Portal users are able to add and remove multifactor credentials.

In addition, Security Administrators are able to perform in-person proofing of user identity.
Other security tasks that Security Administrators may need to do, such as manage users (create,
update, or delete their accounts) or help users reset passwords, must be done in the QualityNet
System. See the details below.

2441

1.

Managing Multifactor Credentials
Navigate to the Quality Programs tab and click Hospital Quality Reporting
Programs.

The My Tasks page appears. Click Manage Multifactor Credential. The Add/Remove
Credential screen appears.

To add a credential, proceed to step 3. To remove a credential, proceed to step 4.
To add a credential:
Have the new Symantec VIP application open and running.

Enter the static (blue) credential ID, then enter a fresh security code and click ADD
CREDENTIAL.

A confirmation appears, stating that your user ID is now linked to the new credential.
You can link up to five credentials to a single user ID.

To remove a credential:

Enter the credential ID of the Symantec VIP application that you want to unlink from
your user ID.

Enter a fresh security code and click REMOVE CREDENTIAL.
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A confirmation appears, stating that this credential is no longer linked to your user ID.

Note: if you lose a credential (if your phone is stolen, for example), please call the
QualityNet Help Desk to report the lost credential. You cannot remove a credential unless
you can access the VIP application and record both the credential ID and a valid security
code.

5.4.4.2  In-Person Proofing

Important: In order to complete this procedure, the individual who requires in-person proofing
must be physically present in the room with the Security Administrator.

Security Administrators who perform in-person proofing of users who could not complete the
online proofing process will use the In-Person Proofing application to record the user’s identity
credentials. The application also records the Security Administrator’s proofing decision
(approves, rejects, or cancels).

1. Navigate to the Quality Programs tab and click Hospital Quality Reporting
Programs.

2. The My Tasks page appears. Click In-Person Proofing. The following screen appears:

Figure 5-18. In Person Proofing Screen-Account ID Entry

Home Ouality Programsw My Data My Measuies My Scores My Reports
Hospital Reporting Qualty System = Manage Security > In-Perzon Proofing

In Person Proofing  *required ield, it approved
Instruction % Required field, if rejected

* Account ID

vV and s

3. Enter the user ID for the individual who needs to prove his/her identity to you and click
Search. The following screen appears:
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Figure 5-19. In Person Proofing Screen — Verification of ID Type

I Peigoin Prooliing & tegus et § Agpo o g i e D] Fpochedd
Instmctions

ot el I

=1 affirm That the individual hat appeared in personm and | have ¥aidated that the
supplied government intusd cradenbisis verity the identify of the uter

4. You are asked to record the authenticity of and type of ID used to confirm the user’s
identity. Choose the correct documents the user presented to you for each documentation

type.
5. Place a checkmark in the Confirmation checkbox.

6. If the user brings incorrect documentation, do not REJECT the request, instead CANCEL
it. This allows the request to be opened again when the user ca produce the right
documentation.

7. Click the button that confirms your decision (Approve, Cancel, or Reject). If you reject
the user, you must explain why in the Comments field provided.

5.4.4.3  Creating, Updating, and Removing Users

See Section 7.4 for detailed instructions on creating, updating, and removing users. Security
Administrators must log into MyQualityNet (IQR or OQR) to access the Security applications to
manage users.

54.4.4  Assisting Users with Password Resets

See Section7.4.2 for detailed instructions on resetting passwords. Security Administrators must
log into My QualityNet (IQR or OQR) to access the Security applications to manage users.
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5.4.5 Logging Out of Secure QualityNet Portal

The Log Out link is located on the Portal screen’s blue ribbon, in the upper- right corner (see
Figure 5-20).

Figure 5-20. Log Out Link Location

TLEDOUX
(#rog OMR-STIANA CARE CANCER HOSFITAL

CMS QualityNet | sesrch
.gov Y | seaen
Home Duality Programs My Data My Measures My Scores My Reports
Home
Welcome

CualityNet News

QualityNet Secure Portal * Members named to HVBP Monitoring and
o Evaluation Strategies Technical Expert Panel
Provided by Center for Clinical z’ ' . ‘ « What You Need o Know for CMS Reporting of
il 3

Landarde and Mualitu OO HBIPS Measures 4 - 7 webinar for Inpatient

Click Log Out to exit the portal. A dialog box appears, asking you to confirm that you want to

exit. When you click Yes, you will return to https://www.qualitynet.org and your portal session

will be terminated.
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